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April 25, 2001

Karen Wrege

Chief, Automations Branch

Wireless Telecommunications Bureau

Federal Communications Commission

445 Twelfth St, S.W., Room 3-C313

Washington, D.C. 20554

Re:  “Super User Password” for Frequency Advisory Committees



Dear Ms. Wrege:


As you are aware, the FCC-certified Frequency Advisory Committees (FACs) have proposed the creation of a “Super User Password” for use in conjunction with the FCC’s Universal Licensing System (ULS).  A Super User Password would be a useful tool that would help both the Commission and the FACs, and allow for a smooth and secure transition to the ULS for thousands of land mobile applicants.  During the February 15, 2001 FCC/FAC ULS meeting held in Gettysburg, Pennsylvania, the Land Mobile Communications Council (LMCC)- as representative of the FACs, agreed to develop a proposal for a Super User Password.  The following is our vision of what such a password would look like and how its use will expedite the licensing process for the Commission, applicants and coordinators.


A Super User Password is needed for two primary reasons. The first concern is security.  Currently, it is possible for an applicant to access its pending application via the ULS and make changes to the technical data based upon which the application has already been coordinated and FAC-certified.  Critical items such as ERP, antenna height, or even the frequency itself can be changed, thus undermining the coordination work performed by the FAC.  Secondly, a Super User Password can be used to speed up the licensing process for certain types of applications by allowing a coordinator to go online and correct/change data on FCC-returned applications, and also interactively access some modification and renewal applications.  Coordinators could also perform limited amendments to still-pending applications, thus potentially short-stopping returns or dismissals.

LMCC believes that the Commission should retain responsibility for creation and distribution of the passwords to the FACs.  However, we do suggest that passwords should be unique, alpha-numeric, and eight (8) to ten (10) characters in length.  (For administrative ease, the Commission may wish to consider a password format that clearly identifies each FAC, through the use of specific alpha characters.)  As a security precaution, passwords should be changed every 90 days.  As a further precaution, FACs are encouraged to provide the FCC’s ULS staff with a single point-of-contact for ULS/Super User Password matters.

In using the Super User Password, FACs should be able to access all fields and schedules of the Form 601.  It is particularly important that they have access to the technical data that they originally certified.  FACs also need specific access to the coordination certification fields to amend their certifications and reflect changes to the pending application. 

While there are clearly a large number of fields on Form 601 that applicants should not be able to change after an FAC-certified application is filed, LMCC recognizes that there are fields that applicants should be allowed to access.  In reviewing the Form 601, it appears to be an easier task to identify what fields an applicant should be able to access via the Internet as opposed to those they should not.  Attached to this letter as Appendix A is a list of the fields that LMCC believes applicants should be able to access to make electronic changes.  Any fields or schedules not listed in the appendix are subject to FAC certification and therefore, in LMCC’s view, not eligible for changes by anyone but the FAC responsible for the filing.

LMCC also recommends that the Commission implement an “alert” component within the ULS system, to provide a warning when a pending application is improperly accessed by a non-certified entity.  Under this scenario, upon detection of an unauthorized amendment to a filed application, an e-mail notification would be automatically generated to the appropriate staff person in the Licensing Division, as well as the FAC that filed the application.  The affected FAC will then review the amended application and advise the Licensing Division whether the original certification remains valid or has been voided by the amendment.  LMCC recommends the dismissal of any application for which the certification is voided as a result of an unauthorized amendment.


Lastly, LMCC recommends that a one-month testing period take place before a Super User Password, in whatever form, is implemented for live use by the Commission and the FACs. 

LMCC thanks the Commission for its interest in working with the FACs to develop a Super User Password.  We look forward to hearing the Commission’s initial views about our proposal, and pledge our ongoing support to work with the ULS staff and the Licensing Division to put this password component in place as quickly as possible.

Sincerely,

Robert M. Gurss, Esq.

President

cc:
Thomas Sugrue

Gerald Vaughan

Roger Noel

Dorothy Conway

D’wana Terry


Mary Shultz


Judith Dunlap

Kathy McLucas

Kathy Ganek

John Chudovan

Al Knerr

APPENDIX A

FORM 601 – MAIN FORM

List of Fields to Which Applicants Should Have On-Line Access

Item 6:   

Requested Expiration Date

Item 10a:

Taxpayer Identification Number

Item 10b:

SGIN

Item 10c:

FCC Registration Number (FRN)

Item 11:

Applicant Licensee is: (Classification)

Item 12:

Applicant Name (if Individual)

Item 13:

Applicant Entity Name (if Other Than Individual)

Item 14:

Name of Real Party in Interest of Applicant

Item 15:

Taxpayer Identification Number

Item 16:

Applicant/Entity Attention To

Item 17:  

App/Ent PO Box Number

Item 18:  

App/Ent Street Address

Item 19:  

App/Ent City

Item 20:  

App/Ent State

Item 21:  

App/Ent Zip

Item 22:  

App/Ent Telephone Number

Item 23:  

App/Ent Fax Number

Item 24:  

App/Ent Email Address

Item 25:  

Contact First Name, Middle Initial, Last Name, and Suffix

Item 26:  

Contact Entity Name

Item 27:  

Contact PO Box Number

Item 28:  

Contact Street Address

Item 29:  

Contact City

Item 30:  

Contact State

Item 31:  

Contact Zip

Item 32:  

Contact Telephone Number

Item 33:  

Contact Fax Number

Item 34:  

Contact Email Address

Items 40 thru 44:
Alien Ownership Questions

Items 45 thru 48:
Basic Qualifications Questions

Item 49:

Applicant Race/Ethnicity/Gender

Item 50:

Typed/Printed Name of Party Authorized to Sign

Item 51:

Title

Item 52:

Date
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